
LAW

Att orney Marc Bragg (as avatar Marc 
Woebegone) takes advantage of a loop-
hole in the Second Life land auction 
system that allows him to purchase a 
parcel of land below market value. By 
deliberately exploiting a fl aw in the 
system, he purchases a region called 
“Taessot” in a semi-private auction for 
$300—an amount far below its actual 
market value of approximately $1,200.

Linden Lab responds by cancelling 
the sale, reclaiming the parcel in ques-
tion, freezing his account, and seizing 
all of his other property that he had 

previously purchased and developed. 

The amount of seized property includ-

ed 104 parcels of land with a combined 

area of 161,568 square meters.

In October 2006, Bragg brought suit 

against the corporation, Linden Re-

search, and also against Philip Rose-

In a 40-page Memorandum dated May 30, 
2007, Judge Eduardo C. Robreno denies 
motions to dismiss the case against Philip 
Rosedale as an individual, and to compel 
arbitration in San Franscisco.

“We like to think of Second Life as ostensibly 
as real as a developing nation...The fundamental 
basis of a successful developing nation is property 
ownership.”

—Philip Linden

Pollywog Gardenvale

 is the owner of Pollywog 

Press and publisher of The 
Seventh Sun. She is also 

resident milliner of The Mad 

Haberdasher and a grower 

of cybrid peonies. 

dale as an individual. In the ten-

count complaint fi led in Chester 

County, Pennsylvania, the plain-

tiff  claimed to have been “in-

duced into ‘investing’ in and 

purchasing virtual property 

by Linden and Rosedale, 

which was later confi scat-

ed without compensation. The 

complaint includes the following 

counts:

Count I: Violation of the Penn-
sylvania  Unfair Trade 
Practices and Consumer 
Protection Law

Count II: Violation of the California 
Unfair and Deceptive Prac-
tices Act

Count III: Violation of the California 
Consumer Legal Remedies 
Act

Count IV: Fraud and/or Fraud in the 
Inducement

Count V: Violation of California Civil 
Code governing auction trans-
actions

Count VI: Conversion (and unjust enrich-
ment)

Count VII: Intentional interference with a 
contractual relations/prospec-
tive  economic advantage

Count VIII: Breach of Contract

Count IX:  Unjust Enrichment

Count X: Tortious Breach of the Cove-
nant of Good Faith and Dealing 
(California Law) 

Linden responded by asking the 
Court to dismiss the charges against 
Philip Rosedale for lack of jurisdiction, 
and to send the case to arbitration in 
San Francisco, as outlined in the Terms 
of Service agreement. In a memorandum 
dated May 30, 2007, Judge Eduardo C. 
Robreno rejected Mr. Rosedale’s att empt 
to hide behind the “fudiciary shield” 
and ruled that the arbitration clause as 
imposed in the Terms of Service is un-
conscionable and unenforceable. 

Judge Robreno described the Terms 
of Service as “a contract of adhesion” 
that is presented on a “take-it-or-leave-
it” basis. He compared it to a similar 
PayPal user agreement found to be 
substantially unconscionable for lack 
of mutuality.

Court rules against Linden
Terms of Service deemed “substantially 
unconscionable and unenforceable”
by Pollywog Gardenvale

According 
to the Second 
Life Terms of 

Service, “Linden has 
the right at any time for any 
reason or no reason to sus-
pend or terminate your Ac-
count, terminate this Agree-
ment, and/or refuse any and 
all current or future use of 

the Service without notice or 
liability to you.”

The Court ruled that the 
Second Life Terms of Service 

“provide Linden with a variety 
of one-sided remedies to re-
solve disputes, while forcing 

its customers to arbitrate dis-
putes with Linden.”

Bragg estimated the cost 
of arbitration would ex-
ceed $13,540.  Linden 
disputed the calculations 

and estimated a total cost 
of $7,500. However, the Court’s 

own calculations indicated the cost 
would be at least $17,250. The arbitra-
tion process outlined in the Second 
Life Terms of Service requires the use 
of three arbitrators to sett le any dispute. 
The Court estimated the cost of each ar-
bitrator as somewhere between $4,875 
to $8,250. According to the ICC Rules of 
Arbitration, these fees must be paid in 
advance, at the time of arbitration.

Although Linden off ered to “blue-
line” the one-sidedness of the arbitra-
tion position by waiving the require-
ment for three arbitrators, posting the 
initial arbitration fee, and agreeing to 
arbitrate in Philadelphia rather than San 
Francisco, the Court ruled that the “ar-
bitration clause is simply not one where 
a single term may be stricken to render 
the agreement conscionable... therefore it 
must void the entire agreement.”

In his complaint, Bragg likens the 
situation to being ejected from Disney-
land and having your souvenirs confi s-
cated, as well as your wallet. He claims 
that the “utopia of Second Life” and the 
promise that participants will “retain all 
rights, title, and interest in the virtual 
land, property, and goods was a lie.” 

Although an experienced att orney, 
Bragg never read the Terms of Service 
and claims that he was “forced” to click 
the ‘accept’ butt on” to gain access to 
Second Life. 

So is Marc Bragg simply an inno-
cent victim of circumstance, or did he 
get caught with his hand in the cookie 
jar? He is asking for actual and punitive 
damages and so far, the Court has ruled 
in his favor.  
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to the money they sell to introduce new 
Lindens, they also run their own open 
market for Lindens, called the LindeX. 
Lindens sold there create a US Dollar 
balance on one’s Second Life account. 
This US Dollar balance can be cashed 
out, or applied toward land fees.

TERMS OF SERVICE

In addition to the aforementioned 
clause that grants residents the full 
retention of all intellectual property 
rights, the Terms of Service (TOS), 
authored by Linden Lab general coun-
sel Ginsu Yoon, contains several other 
clauses. Many of them exist to protect 
Linden Lab in the case something goes 
wrong. For example, notwithstanding 
the IP rights the residents have, Linden 
Lab has the unlimited right to delete 
content from the service. In particular:

“When using the Service, you may 
accumulate Content, Currency, objects, 
items, scripts, equipment, or other value 
or status indicators that reside as data 
on Linden Lab’s servers. THESE DATA, 
AND ANY OTHER DATA, ACCOUNT 
HISTORY AND ACCOUNT NAMES 
RESIDING ON LINDEN LAB’S SERV-
ERS, MAY BE DELETED, ALTERED, 
MOVED OR TRANSFERRED AT ANY 
TIME FOR ANY REASON IN LINDEN 
LAB’S SOLE DISCRETION.”

Linden Lab does not currently pro-
vide a way to “backup” content created 
within the service to a location not on 
Linden Lab servers. Linden Lab also as-
serts that the Linden Dollars have no re-
demption value, and reserves the right 
to suspend or eliminate all Linden Dol-
lars in circulation (Yoon, 2006). Linden 
Lab also reserves the right to ban users 
and cancel accounts, for “any reason or 
no reason”: 

“Linden Lab has the right at any time 
for any reason or no reason to suspend 
or terminate your Account, terminate 
this Agreement, and/or refuse any and 
all current or future use of the Service 
without notice or liability to you.”

The TOS also provides for jurisdic-
tion, stating that all disputes must be 
resolved by arbitration in San Francisco, 
California. The TOS states International 
Chamber of Commerce (ICC) is named 
as the arbitration service that must be 

From the website of the 
Law Offi ce of Marc S. Bragg

“Recently, the Defendants in the Bragg v. 
Linden Research, Inc. and Philip Rosedale 
case have removed my case to Federal 
Court. Further, the Defendants have 
recently fi led several motions not only 
seeking to dismiss Rosedale personally, 
but to compel arbitration and transfer this 
case to San Francisco, CA.

Although I cannot speculate as to their 
intent, the effect of the Defendants’ acts 
are to make this litigation as costly as 
possible for me to pursue perhaps, in 
the ultimate hope, that I will abandon 
it. In fact,  in one motion fi led by the 
Defendants, the clear suggestion to the 
court is that attorneys fees in this case will 
be exorbitant.

Given the above, I am reaching out 
to you what wish to help support this 
case and assist me in defl ecting some 
of the substantial costs that could 
arise from these acts. The issues being 
litigated  are important to many people 
participating in Second Life, as well as 
MMORGPG generally and they should 
not be abandoned simply because the 
Defendants succeed by stretching the 
fi nancial resources of a single man.

Should you wish to contribute to help 
defl ect the costs of this litigation and help 
to properly litigate the matter, donations 
can be sent anonymously and/or 
confi dentially to my attorneys. Any donated 
money will be utiilized to help pay for my 
attorneys and costs in this case . 
Thank you.

Donations ca be made to:

c/o Jason A. Archinaco
White and Williams LLP
The Frick Building
427 Grant Street, Suite 1001
Pittsburgh, PA 15219-6003

ANALYSIS

Bragg v. Linden et al.

Gigs Taggart (Jason Giglio) 
is an active member of the 
Second Life community as 
a scipter and contributor to 
the OpenSL project, land 
developer, and proprietor of 
GT HQ Store and Arcade.

A Virtual Property Dispute
by Gigs Taggart, Correspondent

I click the link entitled “Sell Lindens.” 
My browser spins for a minute. I’m pre-
sented with a page similar to an online 
brokerage page, off ering options to en-
ter Market or Limit orders. I choose a 
Sell Limit order, 10,000 Linden Dollars, 
at 271 L/US Dollar. Ten minutes later, my 
account shows a credit of $36.90, US.

Second Life is unique. It may appear 
on its surface to be similar to the mas-
sively multiplayer on line games that 
are currently popular, but there’s a dif-
ference. It’s not a game. There are no 
goals, no levels, no quests. Instead, all 
that is off ered is a set of tools to build 
and program 3D objects, and “land,” 
acres and acres of virtual land. The 
mott o of Second Life is “Your World, 
Your Imagination” (Linden Lab).

Linden Lab, the company behind Sec-
ond Life, has positioned it as a unique 
3D platform, where the residents of 
their virtual world retain all intellectual 
property rights in the work they create. 
There are very few restrictions on resi-
dent intellectual property rights; one of 
the few caveats is that residents must 
grant a non-revocable patent license if 
they hold any patents on objects they 
make available in the virtual world. 
This patent license only extends to the 
use of their items within Second Life.

Linden Lab makes money primar-
ily by “selling” virtual land to the us-
ers. Land can be used as space to build, 
host parties, create a home, club, virtual 
store, or even a batt lefi eld for war games.
The only limits are the imagination of 
the owner, and the technical limitations 
of the platform. All land within Second 
Life incurs a monthly fee, a full region 
currently costs about  $1600 US at auc-
tion, plus $195 US Dollars per month.

Within Second Life, a microcurrency 
called “Lindens” or “Linden Dollars” 
are used. Current exchange rates put 
the Linden around 270/1 US Dollar. 
Linden Lab does not redeem Linden 
Dollars for cash; they are only traded 
on open markets with other residents. 
Linden Lab does introduce new Linden 
Dollars into circulation, to prevent run-
away defl ation caused by population 
growth. In this way they are similar 
to the Federal Reserve, controlling the 
supply of money. This is also a source 
of income for Linden Lab. In addition 
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used. The ICC claims to be `the voice of 
world business” (ICC, 2006). 

Linden Lab has a separate docu-
ment detailing billing policies. This is 
incorporated by reference into the offi  -
cial TOS. This billing policy states that 
Linden Lab will auction off  virtual land 
from canceled accounts, and return the 
money to the account holder, less any 
obligations or $100, whichever is high-
est. This virtual land sale policy has a 
caveat, however:

“Notwithstanding the foregoing, no 
money will be returned to you in the 
event that your Account is terminated 
due to suspicions of fraud, violations of 
other laws or regulations, or deliberate 
disruptions to or interference with the 
Service (Yoon, 2006).”

BRAGG’S ACTIONS

According to his fi lings, Marc S. 
Bragg, Esq. joined Second Life in early 
2006. Shortly thereaft er, he began invest-
ing in virtual property as a money mak-
ing endeavor. Regions are auctioned by 
Linden Lab on an internal auction sys-
tem. The starting price for a region is 
$1000 US. Bragg purchased at least two 
full regions and several smaller parcels 
through this auction system, paying the 
normal price of $1500-$1600 US Dollars 
per region. 

Bragg later discovered that he could 
induce the auction system to start an 
auction with a $1 US minimum bid, by 
copying the auction ID from a land par-
cel in world not yet listed on the public 
auction page, and pasting it onto the 
request URL for the auction page. In 
his fi lings, Bragg claims that it was his 
understanding that this was an accept-
able way to initiate an auction. He ar-
gues that anyone who was aware of the 
auction could bid on it, and apparently 
some others aware of this method did 

The LindeX is a Linden Dollar exchange that offers residents of Second Life the ability to 
either buy or sell Linden Dollars. (http://secondlife.com/currency/)

bid against him, though the fi nal prices 
on the regions were well below the nor-
mal market value, due to the fact that 
such auctions were not listed on the 
public auction listings.

Upon discovering the use of this 
method to create “semi-private” auc-
tions to acquire land below market 
value, Linden Lab froze the accounts of 
those involved in the activity. Linden 
Lab apparently considered the auc-
tions fraudulent, and the methods used 
to activate them a sort of hacking, us-
ing an “exploit” in the system. Linden 
Lab froze all of Bragg’s assets, includ-
ing those regions he rightfully acquired 
at full market price, his Linden Dollar 
balance of 1 million Lindens (approx 
$3333 US at then market rates), and the 
US Dollar credit on his account, ap-
proximately $2000 US.

THE SUIT

Bragg’s Claims
Bragg claims that statements made 

by Philip Rosedale, founder and CEO 
of Linden Lab, amount to fraudulent 
representations. In addition to page 
titles on the Second Life web site such 
as “Own Land”, he cites interviews 
with Philip Rosedale where Rosedale 
is quoted as saying “We started sell-
ing land free and clear, and we sold the 
title, and we made it extremely clear 
that we were not the owner of the vir-
tual property (Bragg, 2006).” He cites 
many similar quotes from Rosedale to 
the same eff ect.

Bragg also claims ignorance of the 
TOS, even though Bragg himself is a 
lawyer. He states that he relied on the 
marketing information, including the 
statements by Philip Rosedale, when 
he initiated his purchases. The TOS is 
a “click-wrap” agreement, it must be 
clicked through multiple times before 
anyone is allowed into Second Life; 
once on the web site, and once in the 
client program on fi rst login.

Bragg also claims the TOS is an un-
conscionable contract of adhesion. He 
specifi cally challenges the language 
found in many sections of the TOS that 
includes the words “for any reason” as 
unconscionable.

Bragg makes many more claims, 
some I believe to be irrelevant to the 
case at hand, but the core claim is that 
Linden Lab sold him assets that he 
had a valid title of ownership of, then 
fraudulently and unjustly took them 
away, along with his sizable cash bal-
ance held in trust.

Linden’s Response
Linden Lab has asked the court to 

move the case to federal jurisdiction 
and enforce the arbitration clause in the 
TOS. Because of Bragg’s claim that he 
did not read the TOS, he claims that the 
case should remain in state court, and 
not be bound to arbitration. He also 
cites the fact that arbitration with the 
ICC will cost at least $10,000 US Dollars 
in arbitration fees, claiming that Linden 
is trying to be overly litigious and draw 
out the case to the point where it is not 
worth pursuing.

Rulings
On May 30, 2007, Judge Eduardo Ro-

breno of Pennsylvania ruled that the 
TOS is indeed a “contract of adhesion”, 
and ruled that the arbitration clause 
does not apply in this case, allowing the 
case to proceed in Pennsylvania court. A 
contract of adhesion is one that is pre-
sented on a “take it or leave it” basis, one 
party does not get much or any input into 
the terms of the contract. This is known 
as a procedural unconscionability. Most 
TOS are in this category, so it is an inter-
esting, albiet limited, precedent for any 
TOS that includes an arbitration clause. 

This is the fi rst part of the general 
test of unconscionability. To be found 
unconscionable a contract must satisfy 
two tests; it must have procedural un-
conscionability and substantive uncon-
scionability. The judge found the TOS 
to be procedurally unconscionable, be-
cause it is a one-sided contract of adhe-
sion, and because there aren’t market 
alternatives to Second Life. The ques-
tion of substantive unconscionability 
depends on how risks and costs are 
allocated. Because Linden Lab takes 
litt le contractual risk, and yet exposes 
the user to the risk of loss of all assets 
“for any reason or no reason”, I believe 
Bragg has a particularly good chance of 
gett ing a ruling that the TOS is gener-
ally unconscionable.

ANALYSIS

This case is not clear cut. There are 
several issues at hand:

• Does appending a simple and pre-
dictable identifi er on a URL consti-
tute hacking?

• Is an off er of sale that is triggered 
by a “tweaked” URL valid?

• Does the TOS represent the totality of 
the rights aff orded to users, or can
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some marketing claims be valid legal 
representations regarding a service, 
regardless of what the TOS claims?

• Is a TOS that grants absolute power 
to take away US Dollar funds and 
fungible assets on a whim uncon-
scionable?

• Is a “click wrap” TOS enforceable, 
even if the user claims to have not 
read it?

• Is an arbitration provision that re-
quires high up front costs, and arbi-
tration by a panel from an organiza-
tion that claims to be “the voice of 
world business” unconscionable?

• Do Bragg’s actions give him “un-
clean hands” in the matt er?

I will analyze each of these issues in 
turn.

 Does URL diddling constitute illegal 
hacking?

Seton Hill, professor of new media 
journalism D. G. Jerz, states on his site: 
“There’s nothing illegal or even very 
technical about hacking a URL”. I con-
cur in general. It is not a complex matt er 
to make simple manipulations to a URL 
to navigate to a page that will predict-
ably exist. I, however, believe that when 
such URL manipulation has the end 
result of gaining a fi nancial advantage 
over the general populace, that changes 
the situation. In this case it is the ends 
rather than the means that matt er.

In this case the end result of the URL 
manipulation lead to the initiation of an 
auction without listing it on the public 
page, and with no minimum bid. This 
bug in the code was irresponsible, and 
trivially exploitable. I don’t think that 
justifi es utilizing the exploit for fi nancial 
gain. A reasonable and moral person 
would report the error and happily al-
low Linden Lab to cancel the obviously 
erroneous auction.

 Is the offer of sale generated by a 
“non-public” URL valid?

I do not believe so, not if it induces 
the computer program to make an of-
fer that wasn’t intended by the party 
that owns the site. A contract requires 
a “meeting of the minds” in the virtu-
al world as much as it does in the real 
world. The computer program includ-
ing statements like “Bid now” or gener-
ating e-mails with verbiage like “Thank 
you for your purchase” in an automat-
ed fashion does not demonstrate to me 
a meeting of the minds. 

 Can marketing claims be binding when 
they are in confl ict with the TOS?

The Linden TOS includes the follow-
ing text: “This Agreement sets forth the 
entire understanding and agreement be-
tween you and Linden Lab with respect 
to the subject matt er hereof.” If this is in-
deed valid and binding, then all market-
ing materials would not be binding.

Such matt ers are covered by US law 

under the Lanham Act. It states that 

false or misleading advertisement must 

contain false statements of fact, not 

mere puff ery. Puff ery is vague state-

ments such as “The best” or “America’s 

Favorite” (Hoff man). It appears that 

Philip Rosedale’s statements were in-

tended as fact, and not mere puff ery. 

Rosedale should have avoided such ab-

solute statements and representations 

in his marketing interviews.

I don’t think such actions absolve the 

user’s responsibility to review the TOS. 

Most TOS do represent themselves as 

the totality of the terms of use, claim-

ing any other materials are not binding. 

This is a common clause in such agree-

ments, and most people are aware of 

such terms. Bragg, being an att orney 

himself, claming special experience 

with “cyber law” on his web site, surely 

was aware that such language was like-

ly to be included.

 Is a TOS that grants omnipotence 
unconscionable?

I believe so in this case. Linden Lab 

disclaims all liability, but they trade in 

many fungible assets, including large 

US Dollar balances on their user’s ac-

counts. In addition to the clear situa-

tion of a positive US Dollar balance, us-

ers also entrust Linden Lab with oft en 

the only copy of intellectual property, 

large sums of fungible Linden dollars, 

and virtual land assets that have sizable 

fair market values. This completely 

unequal assignment of risk that places 

all the risk of loss on the user, left  to the 

whims of any Linden Lab employee, 

with no liability to Linden Lab, I be-

lieve is “shocking to the conscious” and 

unconscionable.

A real world analogy might be a stor-

age unit rental company. All disclaim 

liability for the contents stored in their 

units. They do not, however, have the 

right to demolish the storage units on a 

whim, or resell the contents unless the 

account in question is in arrears. In this 

case, Linden seized and resold all as-

sets held by Bragg, including those that 

they knew he had aquired completely 

legally. I believe that these terms in the 

TOS granting Linden Lab this ultimate 

power are indeed unconscionable, and 

should be revised.

 Is a “click wrap” TOS binding?

Yes. Groff  v AOL and many other cases 

have stated that users are indeed bound 

by “click wrap” agreements, whether 

they claim to have read them or not.

 Do Bragg’s actions give him “unclean 
hands” in the matter?

I believe so, to a limited extent. Bragg 
likely has “unclean hands” in the matt er 
of the assets that were aquired through 
the use of unintended URLs. Unclean 
hands requires a serious misconduct or 
fraud. Bragg must show that his use of 
these URLs was not serious misconduct 
or fraud. I believe this will be a diffi  cult 
task. His other assets were not aquired 
under this method, and I believe are 
they are clean.

CONCLUSION

Things are looking up for Marc 
Bragg, however, a full recovery may be 
diffi  cult. I believe that he was wronged 
when Linden siezed all his assets that 
they held in trust, not just the ones that 
were contested. I believe that he was 
also in the wrong when he exploited an 
obvious fl aw in the Linden Lab web site 
for his own fi nancial gain. 

This is not a clean case, there was 
wrongdoing on both sides. Linden Lab 
should review their TOS and remove 
some of the unconscionable clauses 
regarding the ability to delete assets on 
a whim, or seize them for mere “sus-
picion of fraud” on an account. Philip 
Rosedale should exercise more caution 
when he makes public statements re-
garding the ownership of assets in Sec-
ond Life. This is a case that potentially 
intersects nearly every aspect of current 
“cyber law,” yet it is unlikely to set any 
major new precedent. I await the out-
come of this case.  
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